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Welcome to the classroom.cloud guide for Safeguarding
Users (v1.36)

classroom.cloud helps enhance your school’s safeguarding policy with the Safeguarding
component.

The feature comprises of two elements - Safeguarding Matches and Concerns.

Safeguarding Matches: Keeping your students safe as they learn online can be a
challenge. classroom.cloud’s safeguarding toolkit helps keep your online environment safe at
all times. By monitoring the keywords and phrases your students type and the images* they
view, your school can gain insight into any trending issues and identify individual students
engaging in concerning activity.

The keyword monitoring tool is powered by a pre-supplied database of keywords and phrases
in a variety of languages. The database covers a wide range of topics from wellbeing, self-
harm, gambling, bullying and racism – to risks of radicalisation, drugs, sexual exploitation
and more.

*The Image Analysis feature monitors and detects inappropriate images on students'
screens within the categories of adult, drugs, racism, radicalisation and weapon (you can
enable/disable these categories as needed), alerting staff when a student may have viewed
harmful content. This feature is only available if Enhanced Safeguarding is enabled on your
account and for Windows students using 64-bit systems.

Concerns: The Report a concern button installed on each student device enables students
who feel vulnerable to discreetly share their concern with a nominated staff member. As a
Safeguarding User you can then review any concerns assigned to you and decide the
appropriate follow up actions.

This document guides you through using your classroom.cloud safeguarding environment,
enabling you to easily monitor and deal with phrases and images triggered by students and
concerns assigned to you. If you are a Safeguarding Admin and require information on
configuring the Safeguarding settings, please refer to the Safeguarding Admin guide.

The classroom.cloud Administrator will create your account and send you an email to
complete your registration. Once you complete your user profile, decide how you would like
to sign in to the classroom.cloud portal.

If you have any questions, visit our FAQs page for more information.

2

https://classroom.cloud/pdfs/cc_safeguarding_admin_guide_en-gb.pdf
https://classroom.cloud/faqs/


classroom.cloud

Help document

Overview of the Safeguarding Portal

The top of the Web Portal includes the following features:

Control the sidebar display. Pin the sidebar to keep it visible . Unpin it

to make it float and hide when you click away . Hover over the left-
hand side of the Web Portal to reveal it.

Hide the sidebar.

Update your profile settings, change your password (if set in
classroom.cloud), enable or disable two-factor authentication (2FA) -
see Setting up two-factor authentication for more information, sign
out, change the Web Portal language and switch the system theme.

If you sign in with Google or Microsoft, classroom.cloud imports your
profile picture.

The sidebar has the following options available:

Dashboard: Provides quick access to the relevant user guides for your role and, if enabled
by your Admin, links to a range of useful safeguarding and education related websites
(known as Connectors).

Safeguarding: The Safeguarding menu offers two options: Concerns and Safeguarding
Matches.
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l Concerns: Here, you can deal with student concerns that have been reported to you or
assigned to you by colleagues.

l Safeguarding Matches: Review keywords and phrases students type or search for,
and any inappropriate images* they access. If your Admin has enabled safeguarding
views, a list of available views appears when you select Safeguarding Matches.

* Image Analysis only appears if you have the Enhanced Safeguarding component on your
account.

FAQ: Provides answers to some commonly asked questions.

Contact: Opens the contact form to request help from one of our team members.
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Safeguarding Matches

classroom.cloud’s Safeguarding feature provides insights and alerts for student activity that
may indicate they are at risk, including activity where a trigger is captured while a student
uses an AI tool or website. You can review the details of the triggered words and images and
easily share the results with a colleague for follow-up, if required. Depending on the priority
level, results are available as a log, screenshot or screen recording.

Each trigger undergoes a risk analysis and receives a risk index score, helping safeguarding
staff to see which triggers pose the highest risk. An innovative word cloud highlights trending
topics across the school, helping you put incidents into a broader context.

Notes:

l To view image matches using the Image Analysis feature, your account must have
Enhanced Safeguarding enabled.

l The Image Analysis feature utilises 64-bit Windows capabilities and is only installed
on systems running this version.

l Image Analysis is only available if phrase monitoring is enabled.

1. Click Safeguarding on the sidebar and choose Safeguarding Matches.

2. You will see the phrase and image matches for your site(s). The count badge overlaying
the menu option indicates how many new triggers are awaiting attention.

Note: If your admin has enabled safeguarding views, a list of available views will
appear. Select the one you need to see its phrase and image matches.
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Note: By default, only data for the current day is displayed. To show all data, click Clear
all filters.

In the list view (if you are not in this view, click the List icon to switch), you can see
details of the match - the student username, the captured text, which school device was
used, the class and teacher name (if the match occurred during a class), the priority of the
trigger, the risk level, if the student is assigned to a safeguarding group* and more.

* Created by your classroom.cloud admin, safeguarding groups enable you to group students
based on a set of conditions that are applied when triggers are logged. Each group can be
assigned a specific set of safeguarding settings, for example, to determine which staff
member receives alerts for each group. You may want to highlight certain students as
vulnerable based on their recent activity, or show the year group that the student belongs to.

Image matches are easily identified in the list as the Source shows as 'Image'.

Notes:

l Triggers prior to the release of classroom.cloud version 1.26.5 will not be assigned
to a safeguarding group. These will remain in the list as unassigned.

l Triggers prior to version 1.27.1 will show the device group status as unavailable (the
Device Group column was only added to the page in this version). Future matches
from the device will include the device group name.

The data can also be viewed as a bar graph or pie chart. Click the Graph icon and keep
clicking to switch between a vertical bar graph, horizontal bar graph and pie chart.

When you leave the page, the last view is retained.

To print the active view or save to PDF, click the Print icon. The list view can also be

exported to .CSV, click the .CSV icon.

When viewing a graph or pie chart, the number of matches for each category is displayed. If
you don’t wish to see these, clear the Show values option. A pie chart will also show each
category, these can be removed by clearing the Show labels option.

6



classroom.cloud

Help document

Search and filter

You can use the Search icon to view triggers matching the value/text (partial or full

value) you enter in the search bar. Click the Close icon to clear the criteria and start

another search. Click the Search icon again to toggle the bar off.

The Filters button also helps you target specific triggers (and limits the amount of data
displayed). You can choose to view, individually or in combination, by status, priority level,
risk, category, source type, site, safeguarding group, dates and times. Click Filters and use
the drop-down menus to select/deselect the items you want to display, clicking Apply each
time. Each time you load the Safeguarding Matches page, only data recorded for the current
day is shown. Use the Clear all filters button to see all data or select another filter category.

You can choose to only view triggers captured while an AI tool or website was in use. This
helps safeguarding staff understand the context of the trigger and identify activity involving
AI tools. Select Display AI use only at the top of the page to show only these triggers.

Note: If CPOMS or MyConcern is authorised, the Include CPOMs or Include MyConcern
option appears at the top of the page. This option is enabled by default.

Customise the displayed columns

You can choose which columns appear and in what order. Click the Table setting icon

and drag and drop the columns into your preferred order. Click Close next to any
columns you want to hide.

Note: The Select all, Status, and Priority columns are locked and can’t be deleted.
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Click Save. To restore a removed column, select it from the Add new column drop-down
list. To revert to the default layout, click Reset.

Grouping the match list
Use the Group By drop-down list to customise the display based on any of the main column
headings, such as category, priority or status.

Change the status of a trigger
Each triggered phrase and image is assigned a status of either New, In progress, Completed
or False alarm (by default, all new triggers are assigned to New). You can change the status
of an individual trigger by clicking the drop-down arrow in the Status column and selecting a
new status or when reviewing your triggers. To change multiple items, select the required
triggers in the list and click the Change status icon at the top of the page.

Note: If Assisted Monitoring is enabled on your account, different statuses apply. The
available statuses are:

l Unresolved.

l False Positive.

l Investigating.

l Resolved.

l Needs Immediate Attention.

When Assisted Monitoring is active, these statuses form part of the South West Grid for
Learning (SWGfL) review workflow and may be updated by their monitoring team.

Priority levels
The priority level assigned to the match determines the actions taken when a trigger occurs.
All levels record usage in the classroom.cloud portal. Medium priority and above send an
email alert to the nominated safeguarding user, providing the relevant alert rules are set by
your admin. A high priority level also captures a screenshot of the student device at the time
of the trigger. An urgent priority level includes a screen recording of the student device (your
admin can customise the length of the recording made before and after the trigger).

Admins can change the priority level for phrases. By default, image matches have a priority
level of medium, which can't be changed.
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Screenshots and screen recordings can be viewed by clicking the appropriate media icon next
to the trigger in the list view or when reviewing your triggers.

Notes:

l Phrases typed by Chrome Students in applications or non-browser windows will not
be picked up by classroom.cloud. This is a Chrome limitation.

l For housekeeping purposes, your classroom.cloud Admin can manually delete any
unwanted phrase and image triggers.

l If Assisted Monitoring is enabled on your account, all priority levels capture a
screenshot.
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Reviewing triggered phrases and images

You can review triggered phrases and images in more detail by clicking the trigger in the list
view. From here, you can cycle through other triggers currently displayed in the list view. For
example, you may have filtered the list to show items with a status of New or with a
category ofWellbeing. The bottom left of the window shows how many items are available
to review that match your selected criteria.

A colour-coded banner at the top of the window highlights the priority level, the phrase that
caused the trigger (Image Analysis is shown if this is an image match) and the date and time
of the event.

Full details of the triggered event are provided, including:

l The user who triggered it, the suggested category and the trigger source. If
classroom.cloud captured the trigger while an AI tool or website was in use, an AI Tool

icon appears in the Source field to indicate the context.

l The device, site and device group where it was triggered.

l The safeguarding group the student is assigned to (if applicable).

l The class and teacher name (if the trigger happened during a class).

l The captured text and a description of the triggered phrase (these don't show for image
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matches).

l The current status of the trigger and any added notes.

l The risk analysis score, including the contributing factors.

l The available evidence, depending on the trigger:

l Screenshots for high and urgent phrase triggers and all image matches.

l Video recordings for urgent phrase triggers.

l A message log for Microsoft Teams triggers.

Review and manage a trigger

1. Use the forward and back arrows to move between triggers.

2. Click the Copy icon to copy the trigger details to the clipboard.

3. Click the relevant icon to print or email a copy of the trigger.

4. If access to MyConcern or CPOMS has been authorised by a Safeguarding Admin in the
Safeguarding settings, you can send phrase and image matches to them.

5. Triggers include captured evidence to help you understand the context of the event.
The available evidence depends on the priority and trigger type.

Screenshots
A screenshot is shown for high and urgent phrase triggers and for all image matches.
Click the screenshot to show a larger image. A colour-coded border indicates the
priority level. Click Update to add a note or change the status.

Note: Images can be obfuscated when reviewing triggers. Your Safeguarding Admin
enables this. You can still view the content of the screenshot or video by clicking on it.
This opens full screen.
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Video recordings
Urgent priority triggers include a screen recording. Click the video to view the
recording.

Use the playback controls to watch what happened on the student's screen at the time
of the trigger. You can watch the recording full screen, download it, adjust the playback
speed or use Picture-in-Picture.

Message logs
For triggers captured in Microsoft Teams, aMessage log is available instead of a
screenshot or video. Select Click to open to view the conversation.

The triggered message is highlighted. Use Previous 10 mins and Next 10 mins to
move through the conversation. You can open the message directly in Teams if
required.

6. Change the status of the trigger to New, In progress, Completed or False alarm to track
which triggers are being dealt with and which need reviewing.
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Note: Triggers marked as a false alarm no longer appear in the Safeguarding Portal
unless the Include False alarm option is selected.

7. Add a note so other safeguarding staff can see the progress. Enter the required note

and click . The user who added the note, along with the date and time, is displayed.

Note:When a Chrome student triggers a phrase match and a screenshot is captured, the
screenshot taken will depend on if the student has connected to a class:

l If the student has not connected to a class, the screenshot will only be of the
browser tab.

l If the student has connected to a class (and the device has not restarted), the
screenshot will be of the entire desktop.

Sending phrase and image matches to MyConcern

1. Click Send to MyConcern.

2. Select the user to associate the match with.

3. Enter the location and notified to group from the drop-down lists.

4. If this is an urgent concern, select Urgent concern and enter a reason for the urgency.

Note: If the match is marked as urgent priority, the Urgent concern option is
automatically enabled.

5. Click OK.

6. A note shows the phrase or image match has been posted to MyConcern and the
reference number is displayed. You can view the record in MyConcern by clicking View
in MyConcern.
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Notes:

l If the match includes a screenshot or video, these are sent to MyConcern and
attached to the Files section of the record. If the match has a screenshot and video,
only the video is sent.

l The reference number is displayed in the MyConcern column when viewing the
portal in list view.

Sending phrase and image matches to CPOMS

1. Click Send to CPOMS.

2. Select the user to associate the match with.

3. Click OK.

4. A note shows the match has been posted to CPOMS and the reference number is
displayed. You can view the record in CPOMS by clicking View in CPOMS.

Notes:

l If the match includes a screenshot or video, these are sent to the CPOMS record. If
the match has a screenshot and video, only the video will be sent.

l The reference number will be displayed in the CPOMS column when viewing the
portal in list view.
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Word cloud

A word cloud provides a visual representation of all triggered phrases, highlighting trending
topics across the school. By clicking on any word in the cloud, you can see details of which
students have typed it and the source type used.

1. Click the Cloud icon.

To download the word cloud as a .png, click the Save icon. To print the word cloud or

save to PDF, click the Print icon.

Viewing usage

1. Click on a word.

2. The Phrase and image analysis matches dialog appears.
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A list of users who have triggered the phrase, along with the captured text, source, risk index
score (an explanation of the colour-coded bar follows on the next page) and the phrase
details are displayed. From here, you can change the status by selecting the required option
from the Status drop-down list. To change for multiple occurrences, select the required
instances and click Change status (a note can be added here if required).

To view the full details of a triggered phrase and to see the risk analysis score, click in a row
or select the required item(s) and click View.
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Risk analysis

classroom.cloud’s contextual intelligence-based risk index automatically flags high-risk
events and vulnerable students, based on sophisticated contextual AI risk analysis. It
assesses the context and history of a student’s activities – from the devices used, time of
day, websites visited and applications used (including previous alerts they may have
triggered) and the priority assigned to the triggered item – and, from this information,
creates a numerical risk index.

A high risk index could result if a student has repeatedly researched a safeguarding topic
(e.g. suicide) out of class time. A lower index rating could result from a student searching a
lower risk keyword in a local application during school hours that may have been used for
curriculum topics.

View the phrase and image matches by risk

1. In the list view, select Risk from the Group By drop-down menu.

You can view the data according to the risk the trigger poses (low, medium, high and
urgent). Select Filters and from the Risk drop-down list, select the risk type to view. Click
Apply.

For further information about the risk index score and the factors used to calculate it, click
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the trigger in the list.

Full details of the trigger are displayed, along with the factors which make up the risk index
score, enabling you to see if further action is required.

Risk index colour key:
A colour coded bar helps you easily identify the level of risk attached to each trigger:

Colour Risk level Risk score range

Green
zone

Low Up to 50

Yellow
zone

Medium 51-75

Orange
zone

High 76-90

Red
zone

Urgent 91 and over
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Concerns

Students who feel vulnerable can discreetly contact a nominated member of staff using the
Report a concern button installed on school devices (currently not supported on Android
devices).

Any student concerns reported to you, or assigned to you by a colleague, can then be
reviewed in the classroom.cloud portal using the Concernsmenu option. You will also
receive an email to prompt you when a concern is assigned to you.

Note: Your classroom.cloud administrator determines which staff members are available
for students to report their concerns to and can also disable the feature.

Reporting a concern from a student device
When the required classroom.cloud Student application is deployed to each school device it
also installs the Report concern icon/button (the type of device will determine whether this
appears in the system tray, on the desktop, or as an app button.

Note: The Student app for Android does not currently offer the report a concern feature.

When the student clicks the icon/button, the Report a concern page will appear, enabling the
student to enter the details of their concern and choose the member of staff they want to
report the concern to. While preferred, to help you follow up with the student, they do not
have to enter their name. But the logged on username of the student reporting the concern
will be provided in emails and displayed in the portal. You can also add the name when
reviewing details of the concern if needed.

Note: To manage the volume of network traffic and emails being triggered, an individual
student is limited to sending no more than ten concerns per rolling hour.
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Your classroom.cloud administrator can customise the default message that appears on this
page ensuring the instructions that appear are sensitive to the situations that the students
find themselves in. Photos of the available contacts will be displayed if your administrator has
enabled the use of SIS photos in the classroom.cloud User Profile settings. This is currently
only supported if the users sign in method is via Google or Microsoft single-sign-on.

When the student clicks Submit the details will be sent to the classroom.cloud portal and
appear in the Concerns option. As mentioned, at this point, the selected member of staff will
also receive an email.

Notes:

l Your administrator can also nominate additional contacts to receive a copy of all
emails that are generated across the school site.

l For housekeeping purposes, your classroom.cloud administrator can manually
delete concerns from the system if they are no longer needed.

Email notifications
You will receive an email for each concern that a student has specifically submitted to you
and when a colleague has reassigned one of the concerns in their list to you.
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The emails include the site name, student name (if entered), details of the device used and
the logged on username. The source confirms that the student used the classroom.cloud
Student application to submit the concern. Additional sources will be introduced in future
updates.

Clicking the link in the email will quickly load up the classroom.cloud portal, if not already
signed in, and display the selected concern for review.

Finding and reviewing reported concerns
The Concerns option on the portal menu lists the concerns that have been reported by
students within the site(s) you have access rights to. A counter on the menu will indicate the
number of newly reported concerns requiring action. This number changes when the status is
changed during the review process.
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Notes:

l Concerns logged prior to the release of classroom.cloud version 1.26.5 will not be
assigned to a safeguarding group. These will remain in the list as unassigned.

l Concerns logged prior to version 1.27.1 will show the device group status as
unavailable (the Device Group column was added to the page in this version). Future
concerns logged from the device will include the device group name.

Searching and filtering the list of concerns
A number of options are available to help you search the list to find the concerns requiring
action.

Filters
Use the Filters button to find concerns that match specific criteria. For example, concerns
assigned to you with a status of new or relating to bullying reported this week. When filters
are being used, the Clear all filters button will display. Click this to reset the list. When you
first load the list, only the data recorded for the current day will be shown.
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Search bar

For a quick search of the list, use the Search icon. This allows you to enter any individual
piece of information relating to a concern - the safeguarding category, the user who reported
the concern etc. When the search is complete, click the Close icon that appears at the
end of the search bar.

Group by
This option groups the full list by the category chosen from the drop-down list - status,
priority etc. To return to a simple list of all concerns, select the Off option.

Sort columns
Each column in the table can be sorted into ascending or descending order. Any grouping
already in place will be maintained. Simply click a column name (an arrow will appear to
indicate the current selection) to arrange the concerns into the required order.

Selecting a concern to review
Having found the concern you want to review simply click anywhere in the row. This will open
the concern in a review window.
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Here, you can review the message sent by the student, edit the student name if this wasn’t
entered, choose the safeguarding category that the concern relates to (the list will include
the default safeguarding categories such as Bullying, Wellbeing etc and any custom items
that your Admin may have added to ensure student concerns are given as precise a
description as possible) and amend the priority.

Your administrator sets a default priority for all concerns raised but having read the details of
the concern, you can edit this - urgent, high, medium or low.

You can update the status - new, in progress, completed, false alarm, and, re-assign the
concern to a colleague if needed.

Progress notes can be added throughout the review process and any changes made to the
concern (e.g. status, category etc) will also be logged.

If your school uses MyConcern or CPOMS, your administrator may have linked your
classroom.cloud account to these applications. If so, the appropriate button will appear at
the top of the review window enabling you to send details of the concern to the third-party
application.

There will be occasions when you feel parental involvement is required and you can indicate
when this has been necessary by ticking the Notified parents box. Details will also be
added to the progress notes.
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Storing a copy of the concern
For audit purposes you can use the buttons at the top of the review window to export, print
or email a copy of the concern.

If you have multiple concerns to review you can use the arrows on the review window to
scroll through each one in turn.

When you have completed your review, click the Close icon to close the window and
return to the full list.

Bulk edit values
Having explained how you can review and edit individual concerns, you can also make
changes to multiple concerns simultaneously. For example, if you want to quickly update the
status, priority or category of multiple concerns to the same value.

Select each concern in the list and click the Bulk edit values icon at the top right of the
page. Make the necessary changes and click Update to apply.

Chart view

You can switch the Concerns window between list and chart view by clicking .

Chart view is ideal for pin pointing trends across the school. It works in tandem with the
Group by option to give you a graphical overview of the status of the live concerns. You may
want to see which students have submitted the most concerns or which safeguarding
categories are most prevalent.

Simply select the required grouping and click the Chart icon. Three different chart styles are
available - pie, horizontal bar and vertical bar. Just click the Chart icon again to cycle
through each option. When you return to list view, the selected grouping will be maintained.
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Safeguarding summary reports

Your classroom.cloud Admin can configure safeguarding summary reports to highlight
outstanding phrase matches, image matches and student concerns that may require your
attention.

Multiple reports can be generated with different criteria, e.g., newly triggered matches with
urgent and high priority status in the wellbeing and self-harm categories, or student
concerns in the bullying category that are ‘in progress’.

The Administrator determines the report frequency (daily, weekly or monthly) and which
users should receive the notifications. If you have been assigned a report, you will receive an
email detailing the criteria and the number of matching items. It also includes a link to the
safeguarding pages in the classroom.cloud Portal where you will see a filtered list of the data
matching the report criteria.

And that concludes our journey of the classroom.cloud Safeguarding Portal.

We hope this guide has helped you get to grips with your classroom.cloud Safeguarding
environment, but please contact us if you have any questions.
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