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Welcome to the classroom.cloud guide for Safeguarding
Admins (v1.36)

classroom.cloud helps enhance your school’s safeguarding policy with its dedicated
Safeguarding module.

The module comes in two distinct parts, enabling you to monitor keywords and images*
triggered at student devices and manage concerns reported by the students.

Using a database of pre-supplied safeguarding keywords and phrases (in a range of
languages), and covering topics such as self-harm, bullying, racism, radicalisation and
gambling - classroom.cloud is your eyes and ears, monitoring the school network. You can
review the details of triggered events and forward the results (available as a log, screenshot
of the screen, or a screen recording, according to severity level) to a colleague to follow up
on if required.

*The Image Analysis feature monitors and detects inappropriate images on students'
screens within the categories of adult, drugs, racism, radicalisation and weapon (you can
enable/disable these categories as needed), alerting staff when a student may have viewed
harmful content. This feature is only available if Enhanced Safeguarding is enabled on your
account and for Windows students using 64-bit systems.

Each time a phrase or image match is triggered, a risk analysis is performed and a risk index
score is allocated, enabling safeguarding staff to see which triggered events pose the highest
risk. An innovative word cloud highlights trending topics across the school to help you put
incidents into a broader context.

The Report a concern option allows students to report concerns directly and discreetly to
nominated school staff, who can decide on the appropriate actions and track the outcomes.

In addition, classroom.cloud provides students with access to online safeguarding resources
and helplines. Safeguarding staff can manage the pre-populated list and add local resources
as needed.

This document guides you through setting up your classroom.cloud safeguarding
environment. It includes everything from configuring the Safeguarding settings for your site
(s) to creating groups of users that can have specific Safeguarding settings applied. Once
you have set up your environment, designated safeguarding staff can monitor and deal with
triggered events and respond to student concerns.
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The classroom.cloud Administrator will create your account and send you an email to
complete your registration. Once you complete your user profile, sign in to the
classroom.cloud portal.

You can view our Terms of Service, Data Processing Agreement, website Privacy Policy and
other related information on the classroom.cloud website.

If you have any questions, visit our FAQs page for more information.
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Overview of the Safeguarding Portal

As a Safeguarding Admin, you have full access to the Safeguarding settings for the site(s)
assigned to you by your classroom.cloud Organisation Admin.

This guide focuses on features specific to safeguarding administration. If you hold other
roles, such as Safeguarding User, Organisation or Site Admin, Technician or Teacher, please
refer to the relevant guides available from your dashboard.

The top of the Web Portal includes the following features:

Control the sidebar display. Pin the sidebar to keep it visible . Unpin

it to make it float and hide when you click away . Hover over the left-
hand side of the Web Portal to reveal it.

Hide the sidebar.

Update your profile settings, change your password (if set in
classroom.cloud), enable or disable two-factor authentication (2FA) -
see Setting up two-factor authentication for more information, sign
out, change the Web Portal language and switch the system theme.

If you sign in with Google or Microsoft, classroom.cloud imports your
profile picture.

The sidebar has the following options available:
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Dashboard: Shows quick links to help guides and brochures relevant to your role. If enabled
by an administrator, it also includes links to selected safeguarding-related third-party
websites (known as Connectors).

Sites: Here, you can manage the Safeguarding settings for your sites, such as ensuring
students are only monitored during approved school hours and on designated school
networks and what applications and websites you want to monitor.

Safeguarding: The Safeguarding menu offers two options: Concerns and Safeguarding
Matches. These tools enable safeguarding staff to monitor, review and respond to
safeguarding activity as needed.

l Concerns: View and respond to issues students report using the Report a concern
option installed on their devices (not supported on Android).

l Safeguarding Matches: Review keywords and phrases students type or search for,
and any inappropriate images* they access. These matches come from
classroom.cloud’s keyword libraries.

A count badge shows how many new safeguarding matches and concerns require attention.

* The Image Analysis feature is only available if you have the Enhanced Safeguarding
component enabled on your account.

Although our Terms of Service outline how your safeguarding data is handled and removed,
you can delete safeguarding matches and concerns manually if your Organisation Admin has
enabled this feature in the Data Management settings. The Organisation Admin also decides
who else can delete this data.

Notes:

l Before version 1.28, the option to allow users to delete phrase matches and
concerns was available in the Safeguarding settings (to Organisation Admins). From
version 1.28 onwards, it's located in Data Management Settings.

l Organisation Admins have full access to all classroom.cloud features, including
viewing safeguarding data (phrase matches, image matches and student concerns).
To limit access to your safeguarding staff, the Organisation Admin can turn off the
Enable safeguarding view for organisation admins option in the
Safeguarding > General settings.
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l You can create safeguarding views to control who can access specific safeguarding
matches. For example, you may want to prevent certain safeguarding users from
viewing safeguarding data captured on staff devices.

FAQ: Provides answers to some commonly asked questions.

Contact: Opens the contact form to request help from one of our team members.
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Safeguarding roles

classroom.cloud provides two Safeguarding roles, enabling the appropriate level of access to
be given to your safeguarding team.

Only users with Organisation Admin or Site Admin roles can create user accounts and assign
Safeguarding roles to existing accounts. For further information on how to do this, please
refer to the Organisation Admin guide.

Safeguarding Admin
Provides access to your site(s) Safeguarding settings (for the Keyword and Phrase
Monitoring, Image Analysis and Report a concern features) - the triggered safeguarding
phrases, images and any concerns reported by students.

Note: The settings that a Safeguarding Admin has access to is dependent on the classroom
management role that has been assigned to them:

If they are also an Organisation Admin, they will have access to the Safeguarding settings
for the organisation and all sites.

If they don’t have a classroom management role assigned to them or have a Site Admin,
Technician or Teacher role, they will only have access to the Safeguarding settings for the
sites they are members of.

For further information on the classroom management roles, please refer to the
Organisation Admin guide.

Safeguarding User
For the site(s) they have access to, Safeguarding users can review triggered keywords,
phrases/images and respond to concerns students have submitted to them.
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Safeguarding settings

Safeguarding settings can be set for individual sites or the whole organisation (if you have
the required role).

Note: Any settings that are applied for a site will override settings at organisation level.
You can easily see if the organisation settings are currently in use at site level, as the

following icon  is displayed on the tile. A reset facility allows you to switch back to using
the organisation settings (this is available in the individual settings page).

1. Click Sites and select the required site.

2. Select Settings.

3. Click Safeguarding.

Note: Assisted Monitoring is configured at organisation level only. It does not appear in the
site-level Safeguarding settings. See the Organisation Admin guide for details.
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Application Settings

When monitoring keywords and phrases, you can exclude specific applications so they don't
trigger keyword matches. Monitored applications can be marked as either low or high risk,
enabling you to flag words triggered in higher-risk applications, such as Google Chrome. A
selection of default applications is provided.

Note: By default, all applications are defined as low risk. If you add an application and set
it to low risk, the risk index does not change.

Add a new application

1. Click Add application.

2. Enter the application name (you can also add a friendly name if required).
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3. From the Select status drop-down list, chooseMonitored or Not monitored.

4. Select whether the application is to be classed as low or high risk.

5. Click Add.

Edit application settings

You can edit or remove any application in the list. Click the Edit or Delete icons next
to the application.

To change an application's risk or status, click the arrow in each column. You can also change
the status of multiple applications at once. Select the required applications and click the

Change status icon at the top right of the page.

Search and filter

Use the Search icon to find items in the list.

The list can be filtered by status and risk. Click Filters and use the drop-down menus to
select which items you want to display. Click Apply.

Manage displayed columns

You can choose which columns appear and in what order. Click the Table setting icon

and drag and drop the columns into your preferred order. Click Close next to any
columns you want to hide.

Note: The Select all, Application name and Actions columns are locked and cannot be
deleted.

Click Save. To restore a removed column, select it from the Add new column drop-down
list. To revert to the default layout, click Reset.
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General

Enable phrase monitoring
Turn phrase monitoring on or off.

Note: You can't disable phrase monitoring if image analysis is enabled.

Enable image analysis
Turn image analysis on or off. Phrase monitoring must be enabled to use this feature.

Note: The Image Analysis feature monitors and detects inappropriate images on students'
screens within the categories of adult, drugs, racism, radicalisation and weapon (you can
enable/disable these categories as needed), alerting staff when a student may have
viewed harmful content. This feature is only available if Enhanced Safeguarding is enabled
on your account and for Windows students using 64-bit systems.

Enable safeguarding view for organisation admins (organisational level
only)
Restrict access to phrase matches, image matches and student concerns to designated
Safeguarding Admins and Safeguarding Users. Your classroom.cloud Admin can enable or
disable this setting. Disabling it removes access for Organisation Admins.

Enable safeguarding restricted views (organisational level only)
Control access to safeguarding data (phrase and image matches) by enabling safeguarding
restricted views. This ensures safeguarding users only see data relevant to their role, such as
specific year groups.

Note: Changing this setting disables your safeguarding summary reports until you
reconfigure them.
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Obfuscate images when reviewing keyword triggers
Blur images and videos when reviewing triggers to prevent staff from viewing potentially
offensive content. You can still view the image or video by clicking on it. Please note that this
opens in full-screen mode.

Help classroom.cloud improve by anonymously sharing user defined
keywords, phrases and safeguarding resources
Anonymously share any user-defined keywords, phrases and safeguarding resources to help
us improve classroom.cloud.
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Image Analysis

The Image Analysis feature detects images displayed on students' screens and alerts you
when a student may have viewed harmful content.

Notes:

l To use this feature, your account must have Enhanced Safeguarding enabled.

l The Image Analysis feature utilises 64-bit Windows capabilities and is only installed
on systems running this version.

l We recommend turning off image analysis for your Designated Safeguarding Leads
and any users reviewing image triggers. This prevents the image from being
triggered again during review. You can turn image analysis off for users using
safeguarding groups. For full instructions, please contact our Support team.

General tab

Detection sensitivity

Set the accuracy threshold for triggering image matches. By default, this is set at 95%.

Note: Lowering the percentage results in more images being captured.

Select the categories of images to monitor
Choose which categories you want images to be matched on. The available categories are
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Adult, Drugs, Racism, Radicalisation and Weapon. By default, all are on. Use the drop-down
menu to change these and click Apply.

Optimise the performance of image analysis

High performance mode (Windows Students only): By default, when scanning images,
high performance mode is used. When this mode analyses images, it detects inappropriate
content, even if it's a small part of the image. However, it does use more CPU power, so if
you have low-spec devices, you can turn off this option and switch to normal mode, which
performs a standard scan but may not detect small images.

Capture frequency: By default, the capture frequency is set to every 3 seconds. Use the
slider to adjust this to the required frequency (between 3 and 10 seconds).

14



classroom.cloud

Help document

Phrase and Keyword List

classroom.cloud provides a database of safeguarding keywords and phrases covering topics
such as wellbeing, bullying, racism, drugs, gambling and homophobia.

Note: You can reset the Phrase and Keywords list to its default state. This returns all pre-
defined phrases to their default priority. Only an Organisation Admin can reset the list at
organisational level. Once reset, you can apply the updated list to a site by clicking Use
your organisation's settings.

To monitor for current local trends, you can add your own keywords and phrases
(classroom.cloud does not overwrite user-defined terms when it updates the database).

Assign each user-defined keyword to a safeguarding category and set the priority level based
on how closely you want to monitor it. All priority levels record usage in the classroom.cloud
Web Portal, but if a keyword generates too many false positives, set its priority to Off. You
can also change the priority of pre-defined phrases.

By default, the Pre-defined tab is displayed. To view user-defined keywords and phrases,
select the User-defined tab.

Use the Search icon to find items in the list.

You can choose which columns appear and in what order. Click the Table setting icon
and drag and drop the columns into your preferred order. Click Close
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next to any columns you want to hide. (The Select all, Phrase and Actions columns are
locked and cannot be deleted). Click Save. To restore a removed column, select it from the
Add new column drop-down list. To revert to the default layout, click Reset.

You can filter the list by language (if you have added additional language packs in the Phrase
and Keyword Settings), priority or category. Click Filters and use the drop-down menus to
select which items you want to display. Click Apply.

Each keyword and phrase has a priority level that controls the action taken when it triggers.

Priority Action taken
Low Records the triggered keyword in the classroom.cloud Web Portal.

Medium
Records the keyword and, if a safeguarding alert has been created,
emails the nominated Safeguarding user to advise them that a new
trigger has been raised.

High
Records the keyword, alerts the Safeguarding user and captures a
screenshot.

Urgent
Records the keyword, alerts the Safeguarding user and captures a
screenshot and a video.

Note: If Assisted Monitoring is enabled on your account, all priority levels capture a
screenshot.

To change a keyword's priority:

l Click the Edit icon in the Actions column, select a new priority from the Priority
drop-down list and click Update.

l To update multiple items, select the required phrases and click the Change priority

icon at the top right of the page.

Note: You can also change the category of user-defined keywords.

Add new keywords and phrases
Add your own keywords and phrases that are relevant to your school.

1. In the Phrase and Keyword list, select the User-defined tab.

2. Select Add word or phrase.
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3. Enter the phrase and add a description.

4. Select the category and priority from the drop-down lists.

5. Click Add.

6. The new phrase now appears in the user-defined list.

Notes:

l You can’t add an existing keyword or phrase.

l To delete a user-defined phrase, click the Delete icon next to it.

l Our Data Retention Policy explains how long we retain information, such as triggered
events.

l To help us improve our master keyword and phrase list, you can share your user
defined phrases with us (anonymously). In Settings > Safeguarding > General,
select the Help classroom.cloud improve by anonymously sharing user
defined keywords, phrases and safeguarding resources option.

If you have feedback about the included phrases, please email the safeguarding team at
safeguarding@netsupportsoftware.com.

17

https://classroom.cloud/data-processing-agreement/
mailto:safeguarding@netsupportsoftware.com


classroom.cloud

Help document

Phrase and Keyword Settings

Use the Phrase and keyword Settings to configure how classroom.cloud detects and reports
safeguarding matches. From here, you can adjust detection sensitivity, select the languages
to monitor and choose which sources to include. You can also set how long screen activity is
recorded when a phrase is triggered, helping you capture useful context before and after an
event.

General tab

Detection sensitivity
Sets the detection sensitivity level to control how accurately a student must type a word
before classroom.cloud reports it. By default, this is set at 90%. This allows classroom.cloud
to match minor misspellings.

If the accuracy is set to 100%, a student would have to type the keyword exactly for it to be
matched. The lower the percentage, the more likely the term (or words similar to it) is
flagged as inappropriate, which may result in more false positives.

Additional language packs
In addition to the operating system’s default language, you can monitor other languages.
Select the required language packs from the drop-down list and click Apply.
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Sources
Decide what to monitor and report on, including clipboard text, image matches (when using
Image Analysis and Enhanced Safeguarding is enabled), user-typed text, web page titles,
text entered in Copilot and text entered in Teams.

By default, all source types are enabled. Use the toggles to turn them on/off.

Note: If you have not linked a Microsoft 365 tenant to classroom.cloud, the Teams and
Copilot options will be unavailable.

Recording length
Sets the screen recording length for urgent priority triggers. By default, classroom.cloud
records fifteen seconds before and fifteen seconds after the phrase triggers. Use the slider to
select the required duration.
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Report a Concern

Here you can enable or disable the Concerns feature and decide which staff members receive
concerns. Once enabled, the feature appears in the sidebar under Safeguarding. As a
separate option to the Phrase and Image Matches, it means you can split the tasks between
different team members. The classroom.cloud student application offers students the
Report a Concern option (not supported on Android).

General tab

Show report a concern

Enable or disable the Concerns feature.

Display student desktop shortcut (Windows students only)
Add a shortcut to the Report a Concern page on student desktops. Students can also access
the option from the system tray.

Select the default priority
Set the default priority for newly reported concerns. The nominated staff member can
change the priority when reviewing an individual concern.

Customise the text that is displayed in the report a concern student dialog
Edit the instructions displayed when a student opens the Report a Concern page. The
message can be customised to your own requirements.

Click Update to save your changes.

Concern contacts tab (site level only)
This page lists the classroom.cloud users with an administrator or safeguarding role. Select
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the staff members students can report their concerns to. Selected contacts appear on the
Report a Concern page on student devices.

Unless an Organisation or Site Admin disables profile photos, classroom.cloud displays
contact photos on the student page (currently only classroom.cloud users who sign in with
Microsoft or Google SSO credentials are supported).

Note: You must ensure you have at least one concern contact specified for each site to
ensure the option is enabled at student devices.

Add or remove contacts

l Select a user in the Available contacts list and click the arrow to move them to the
Selected contacts list.

l To remove a user, move them back to the Available contacts list.

Note: You can also drag and drop users between lists.

l Use the search bar to find users by name.

Selected contacts can review assigned concerns through the Concerns menu. They also
receive an email each time a student selects them.

Note: This is a site-level task. Organisation Admins can't create contacts at the
organisational level. The option is greyed out.

Additional contacts tab
Select additional users to receive emails when concerns are submitted.
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Unlike the main concern contacts, who only receive an email if the concern is assigned to
them, additional contacts receive emails for all concerns reported from the sites they can
access.

Categories tab (organisation level only)
When reviewing a student concern, select the category that best describes the issue. You can
choose from the default keyword categories, such as bullying, self-harm, wellbeing, etc., or
add custom categories. Ideal for including a more precise description of the concern.
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Safeguarding Alerts

You can create Safeguarding email alerts to notify selected users when a phrase or image is
triggered. Choose which priority levels and categories generate email alerts. For example,
you may only want to notify a user for urgent priority levels within the suicide and self-harm
categories.

Note: You can only create Safeguarding alerts for medium, high and urgent priority levels.

Use the Search icon to find items in the list.

To disable an alert, click the drop-down arrow in the Status column and select Disabled.

To edit or remove an existing alert, click the Edit or Delete icon next to the alert.

Note: You can choose which columns appear and in what order. Click the Table setting

icon and drag and drop the columns into your preferred order. Click Close next to
any columns you want to hide. The Users, Priority, Category and Actions columns are
locked and cannot be deleted. Click Save. To restore a removed column, select it from the
Add new column drop-down list. To revert to the default layout, click Reset.

Add a new alert

1. Select Add alert.
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2. Select the required user(s) from the drop-down list, or click Select all.

3. Select the priority levels and categories that should trigger email alerts.

4. Click Add.

Note: You can also disable existing alerts by clicking Disable alert.
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Safeguarding Resources

Provides students with access to safeguarding resources, such as websites and helplines, if
they prefer to speak to someone outside of the school. classroom.cloud provides a default list
of resources for each region. You can manage these and add additional resources as needed.

General tab

Show Safeguarding resources
Enables the safeguarding resources at the students. Students can access the list by clicking
the Safeguarding Resources icon in the system tray (Windows) or from the Student
extension (Chrome).

Note:Windows students can also access the safeguarding resources from the Student icon
in the system tray.

Display student desktop shortcut
Create a desktop shortcut to the safeguarding resources (Windows students only).

Exclude safeguarding resources from keyword monitoring
Exclude the safeguarding resources URLs and anything typed in them from being triggered in
keyword monitoring.

Select region
Select the region from the drop-down list to display the safeguarding resources for your
country.

Note: Not all regions include pre-defined resources. If none are listed, you can add them
manually.
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Resources tab
Displays a selection of safeguarding resources for your chosen region. You can add additional
resources if required.

You can update or remove existing safeguarding resources by clicking the Edit or Delete

icons alongside the resource in the list.

Use the Search icon to find items in the list.

The list can be filtered by category. Click Filters and use the drop-down menu to select
which categories you want to display. Click Apply.

Note:You can choose which columns appear and in what order. Click the Table setting

icon and drag and drop the columns into your preferred order. Click Close next to
any columns you want to hide. The Name and Actions columns are locked and cannot be
deleted. Click Save. To restore a removed column, select it from the Add new column
drop-down list. To revert to the default layout, click Reset.

Add a safeguarding resource

1. Click Add resource.
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2. Enter the website and a name for the resource.

3. Select the region this applies to from the drop-down list.

4. Select the categories this resource will be assigned to from the drop-down list.

5. A phone number and description, if required.

6. Click Add.

7. The safeguarding resource appears in the list.
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Safeguarding Summary Report

Admins can create summary reports based on current safeguarding matches (phrases and
images) and concerns activity to aid the review process. You can create multiple customised
reports, set their frequency and choose which users receive the notifications. Nominated
users will receive an email notification at the scheduled time. The email includes a link to the
classroom.cloud Web Portal, where users can access a filtered list of safeguarding data
matching the report criteria.

Create a new report

1. In Safeguarding Settings, select Safeguarding Summary Report.

2. The Safeguarding Summary Report page has two tabs: Concerns and Safeguarding
Matches. Each tab displays existing reports for that category.

3. Click Create Report. You can create multiple reports.

4. Specify the report parameters:

l Choose the type of report: Concerns orMatches (phrase and image matches).

l If you select Concerns, choose a site from the drop-down list (if you create the
report at site level, the field is pre-populated).

l If you selectMatches and have safeguarding views enabled, the Site field is
replaced with the Safeguarding view field. Select a safeguarding view from the
drop-down list.

Note: If an Organisation Admin enables or disables safeguarding views, your
safeguarding summary reports are disabled until you reconfigure them.
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l Select the safeguarding data to include and choose the classroom.cloud user(s)
who will receive notifications. All fields must be completed (multiple options can
be selected).

l Select the report frequency - daily, weekly or monthly. Depending on the option
selected, confirm the time/day/date to run the report. Monthly reports set to run
at the end of the month are held until the 1st of the following month if the month
does not include the specified date.

l Enable or disable the report by selecting the Disable report option.

5. Click Add to save the report. The Concerns and Safeguarding Matches tabs will list each

report and you can use the Edit icon to change details if required.

When the reports run, the assigned user receives an email with the report details and a link
to the Web Portal, where they can view and action the filtered safeguarding data.
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Safeguarding Views

Use safeguarding views to control access to safeguarding data (phrase and image matches).
Safeguarding views ensures users only see data relevant to their role, such as a specific year
group, while restricting access to sensitive information like data captured from staff devices.

Add a safeguarding view

1. Click Sites and select the required site.

2. Select Settings.

3. Click Safeguarding and select Safeguarding Views.

4. Click Add Safeguarding View.

5. Enter a name and description.

Note: If you are adding this at organisational level, you can select which sites this
applies to.

6. From the Viewers drop-down list, select the users who can view the data and click
Apply.

7. Select the device group(s) and/or safeguarding groups to display the data for from the
drop-down lists.

Note: If you don't select any device groups or safeguarding groups, they are all
included and any new groups you create will automatically be included. If you click
Select all, all device groups or safeguarding groups are included, but any new
groups you create won't be included.
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8. By default, the safeguarding view is enabled. To turn this off, clear the Enable
Safeguarding View option.

9. Click Add.

Use the Search icon to find items in the list.

Existing safeguarding views can be edited or deleted by clicking the Edit or Delete
icons next to the required safeguarding view in the list.

Note: Any safeguarding views created at organisational level can't be edited or deleted at
site level.

A shield indicates whether the safeguarding view is enabled or not:

= enabled.

= disabled.

Note: An Organisation Admin must turn on the Enable safeguarding restricted views
option in the Safeguarding > General settings.

When a safeguarding user logs in and selects Safeguarding > Safeguarding Matches
from the sidebar, the safeguarding views available to them are shown. Clicking on a
safeguarding view shows them the phrase and image matches.
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Time Settings

Control when classroom.cloud monitors school devices, ensuring students' safety and
privacy. You can configure the dates and times when phrase monitoring and image analysis
are active and confirm the school networks to monitor.

School hours tab
Set the times when phrase monitoring and image analysis are active. You can sync the same
hours for the whole school week or apply different settings on a day-to-day basis.

1. Click the sliders to enable the days when phrase monitoring and image analysis are
active.

2. To set the same hours for all activated days, click the tick box for each day.

3. For one selected day, drag the time sliders to the required start and end times. You can
also use the keyboard arrow keys to adjust the times up and down as needed.

4. When you release the mouse, the other selected days inherit the same hours.

5. To set different hours to individual days, tick only the required day(s) and adjust the
sliders.

6. Click Update to save the settings.

Term dates tab
Set the dates when teachers can monitor phrases and images. To set the first date range,
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click on the calendar icon and select the required start and finish dates. Click Add Date.
Repeat the process for the required number of additional date ranges. When complete, click
Update.

Networks tab

Enter details of the supported school networks by IP address and/or Wi-Fi name. Enter the IP
address(es) and click Add IP address after each one. Similarly, enter each wireless
network name (SSID) and click Add network name. When complete, click Update.

Notes:

l Wireless network restrictions are supported only on Windows and macOS.

l For a more reliable restriction of access to specific SSIDs, please ensure that location
services are enabled on Windows 11 24H2 or higher.
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Website Settings

When monitoring keywords and phrases, you can exclude websites from triggering keyword
matches. Monitored websites can be marked as low, medium or high risk, enabling you to
highlight words triggered in higher-risk websites, such as social media platforms. A selection
of default websites is included.

Add a new website

1. Click Add website.
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2. Enter the website name (you can also add a friendly name if required).

3. From the Select status drop-down list, selectMonitored or Not monitored.

4. Select whether the website is to be classed as low, medium or high risk.

5. Click Add.

Edit website settings

You can edit or remove any website in the list. Click the Edit or Delete icons next to
the website.

To change a website's risk or status, click the arrow in each column. You can also change the
status of multiple websites at once. Select the required websites and click the Change

status icon at the top right of the page.

Search and filter

Use the Search icon to find items in the list.

The list can be filtered by status and risk. Click Filters and use the drop-down menus to
select which items you want to display. Click Apply.

Manage displayed columns

You can choose which columns appear and in what order. Click the Table setting icon

and drag and drop the columns into your preferred order. Click Close next to any
columns you want to hide.

Note: The Select all, Website and Actions columns are locked and cannot be deleted.

Click Save. To restore a removed column, select it from the Add new column drop-down
list. To revert to the default layout, click Reset.
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Integrations

classroom.cloud enables you to authorise access to third-party applications. You can connect
to Microsoft 365 to monitor phrases and keywords in Microsoft Teams channels and chats
and Copilot. You can also authorise access to Tes MyConcern or CPOMS, so classroom.cloud
can record phrase and image matches in these applications.

Notes:

l You can only enable access to either MyConcern or CPOMS. They can’t be authorised
at the same time.

l Organisation and Site Admins also have options to configure additional Microsoft
features, such as pulling in Microsoft Teams classes and integrating with Google. For
further information on these features, see the Organisation Admin or Site Admin
user guides.

1. Click Sites and select the required site.

2. Select Settings.

3. Click Integrations.

Microsoft
You can connect your Microsoft 365 tenant to classroom.cloud to monitor keywords and
phrases in Teams channels and chats and Copilot.

Notes:

l If your account has Enhanced Safeguarding and you use the Image Analysis feature,
classroom.cloud can also detect inappropriate images in Teams and Copilot. Devices
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must have Windows Student installed and be running a 64-bit version of Windows.

l By default, Teams and Copilot monitoring are enabled. You can disable them in
Settings > Safeguarding > Phrase and Keyword Settings > General.

Add a tenant ID

1. Click Add Tenant ID and then click Link.

2. Sign in to your Microsoft 365 account and click Accept to grant the required
permissions.

3. (Optional) Edit the default friendly name.

4. Click Add.

classroom.cloud lists all linked tenant IDs with their details. To remove a tenant ID, click

Delete and then click Yes.

To configure the Teams and Copilot settings, click the Teams or Copilot icon in the

Actions column. At organisation level, only a View icon is shown.

View Teams settings

Note: At organisation level, you can only view the settings for each of your sites.
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Teams and channels

You can monitor your teams and channels for matching keywords and phrases. Select the
required teams and channels from the list (click the drop-down arrow to expand the team
and see the individual channels). Use the search bar to quickly find the teams you need. To
monitor all teams and channels, clickMonitor all teams and channels, this removes
individual teams and channels selection.

Note: If all channels in a team are monitored, any new channel you create in that team is
monitored automatically. If only selected channels are monitored, new channels are not
monitored by default.

By default, 20 items per page are displayed. You can change this by selecting a different
value from the Items per page drop-down list. Scroll through the pages using the forward
and back arrows.
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View Teams chat settings

Teams chats can also be monitored for matching keywords and phrases. To select the users
and groups to include when monitoring, search for them and select them to add to the list. To
monitor everything, clickMonitor all chats.

Excluded users and groups
When monitoring Teams and channels, there may be users or groups that you don’t want to
monitor within that team or channel. If this is the case, search for the required user/group
and select to add to the list.

Note: This only applies to teams and channels, not chats.

Once completed, click Save.

View Microsoft Copilot settings (BETA)

Note: At organisation level, you can only view the settings for each of your sites.
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General

Enable or disable Copilot monitoring. Once enabled, the monitoring status is shown.

Excluded Copilot users and groups

You can monitor Copilot activity for keywords and phrases while excluding specific users or
groups. Search for the required user or group and add it to the exclusion list.

Click Save.
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MyConcern
You can integrate MyConcern with classroom.cloud, to allow safeguarding staff to share
details of triggered phrases and images and student concerns with MyConcern.

Allow safeguarding users to send phrase matches and student concerns to
MyConcern

Enable to allow safeguarding staff to send phrases and image matches and student concerns
to MyConcern.

Establishment code

Enter your establishment code.

API secret

Enter the API secret (key).

How to find your establishment code and API secret

1. Within the Admin section of MyConcern, go to the API Keys section in the Users menu
and select Edit.

2. From here, you can generate API keys for as many accounts as required. Click Create
New. You must enter a name and description for the new key.

3. The API secret key will be generated. You cannot view this key again once the modal is
closed.

4. When the key is created, you can edit the name and description by clicking Edit,
deactivate and reactivate the key and regenerate the key if you misplace it (this will
invalidate the previous key).

41



classroom.cloud

Help document

Note: Before classroom.cloud can integrate with MyConcern, the API feature needs to be
enabled. Please email support@oneteamlogic.co.uk and include your establishment code
and DfE number to ask them to turn this on.

CPOMS
With classroom.cloud, you can share details of triggered phrase and image matches and
reported student concerns with CPOMS.

Allow safeguarding users to send phrase and image matches and student
concerns to CPOMS

Enable this setting to allow safeguarding staff to send data to CPOMS. Once the integration is
established, when authorised users review a phrase or image match or concern, the Send to
CPOMS button becomes available. This links to your CPOMS environment and enables you to
search for the matching user/student account to add the details of the trigger to.

API Key

Enter the API key for your account.

URL

Enter the URL for CPOMS.

Category ID

Enter the category ID.

Notes:

l To generate your API Key, log in to CPOMS and go to Admin > Integrations >
classroom.cloud > Integrate. The CPOMS URL and Category ID are also available in
your CPOMS account.
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l Ensure that in CPOMS you have allowed classroom.cloud access to your student
lists. For more information on how to do this, see Integrating classroom.cloud with
CPOMS.
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Safeguarding groups

A safeguarding group is a group of users (staff or students) that you want to apply the same
safeguarding settings to (a year group or vulnerable students). For example, you may want
Year 7 students to have different safeguarding settings to Year 11.

As a Safeguarding Admin you can create rules that determine which users will be members of
the group. The phrase/image match and concerns lists will include the group name in the
displayed data and you can use the filters option to search for specific groups (active phrase
matches and concerns logged prior to the release of classroom.cloud version 1.26.5 will not
be retrospectively updated to show the group name if they match the rules. Instead, they will
show as unassigned).

Add a safeguarding group

1. Click Sites and select the required site.

2. Select Safeguarding Groups.

3. Click Add safeguarding group and enter a suitable name for the group (there is a
128 character limit).

4. You can now specify which users should be added to the group by adding conditions:

l Choose whether this group contains objects that match any of the specified
conditions or all of the specified conditions.

l From the drop-down list, select the condition properties to base the condition on.
You can then choose the required condition filter and enter the condition value.

l To add more than one condition, click the Add icon.
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Note: You can add up to fifteen conditions.

5. By default, the safeguarding group is enabled. To disable, clear the Enable
safeguarding group option.

6. Once you have specified the required condition(s), click Save.

7. The safeguarding group will appear in the list.

Use the Search icon to find items in the list.

Existing safeguarding groups can be changed or removed by clicking the Edit or Delete

icons alongside the required group in the list.

The number of members (objects) in the group is displayed. A shield indicates whether the
group is enabled or not:

= enabled.

= disabled.

Safeguarding groups can be sorted by dragging and dropping them into the required order.
This is the order that the settings are applied. For example, if a user is a member of two
groups, they will inherit the settings from the first group they are a member of. Once the
groups have been sorted into the required order, click Apply.

Click the Settings icon to apply a different custom configuration to each individual
safeguarding group.

The safeguarding settings will appear and from here, you can:
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l Enable or disable phrase monitoring and image analysis.

l Manage the image analysis settings, e.g. adjust the detection sensitivity level, select
the image categories to monitor and how often.

l Add custom keywords to the phrase list and modify the priorities of existing keywords.

l Configure the keyword and phrase settings, e.g. setting the languages and source
types you wish to monitor, as well as choosing which applications and websites are
monitored.

l Enable or disable the report a concern feature and add concern contacts.

l Determine who should receive the safeguarding alerts for triggers matching the group
rules.

l Enable and configure safeguarding resources that are available to students.

l Configure the dates, times and networks* for when phrase monitoring and image
analysis is active.

*For a more reliable restriction of access to specific SSIDs, please ensure that location
services are enabled on Windows 11 24H2 or higher.

Notes:

l Image Analysis only appears if you have the Enhanced Safeguarding component on
your account.

l Any settings that are applied for a safeguarding group will override settings at site
level. You can easily see if the site’s settings are currently in use for the

safeguarding group, as the following icon will be displayed on the tile. A reset
facility allows you to switch back to using the site settings.

l If a user does not match any of the conditions specified in any of the safeguarding
groups, the site level settings will apply.
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Safeguarding

Now that you have configured your safeguarding settings, you are ready to start dealing with
triggered keywords, images and reported concerns.

1. Select Safeguarding from the sidebar and choose Concerns or Safeguarding
Matches.

Our separate Safeguarding User guide provides full details on how to use these features.
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Notes:

l From version 1.28, an Organisation Admin can use the Data Management settings to
enable Safeguarding Admins (not available for Safeguarding Users) to delete
unwanted data from the safeguarding tables. Before version 1.28, this option was in

the Safeguarding General settings. If the Delete icon is missing in the Phrase
and Image Matches and Concerns tables, ask your classroom.cloud Organisation
Admin to enable the feature.

l From version 1.30, the Safeguarding phrase match table in the Web Portal (along
with alert emails and summary reports) includes the class and teacher name (where
applicable) to highlight when students have triggered a phrase ‘in class’.

We hope this guide has helped you get your classroom.cloud safeguarding environment up
and running, but if you have any questions, please contact us.
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