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classroom.cloud’s optional Safeguarding component allows your school to monitor the
keywords and phrases students type or search for, allowing you to gain valuable insight into
any trending issues, as well as helping you identify individual students who are engaged in
concerning activity.

However, as with any monitoring solution of this nature, there will be occasions when
keywords are triggered for legitimate reasons and are therefore not a cause for concern -
what we call ‘false/positives’.

With classroom.cloud, you have many tools at your disposal to help you fine-tune the
configuration of the keyword database to your school’s specific requirements, allowing you to
focus on specific local needs and to reduce the amount of ‘false/positive’ captures.

Editing the phrase and keyword list

classroom.cloud is supplied with a default keyword library (English as well as a number of
language packs that can be switched on or off depending on local needs), containing terms
covering the many different areas of safeguarding you may encounter - bullying, drugs,
wellbeing, racism and more (and not forgetting the integrated list of child abuse and
grooming terms provided by our friends at the Internet Watch Foundation).

The default configuration applied to the supplied lists can be edited locally - disable certain
phrases or categories to filter the keywords and phrases that are being captured and change
the priority of phrases to control what action is taken when words are triggered.

The phrase and keyword list can be edited at either organisation or site level:
1. After signing in to the classroom.cloud Web Portal, select Organisation > Settings
> Safeguarding > Phrase and Keyword List.
Or

Sites > Site name > Settings > Phrase and Keyword List.

Note: Changes to Safeguarding settings can also be applied to a specific
safeguarding group — see the ‘Safeguarding Groups’ section for further information.

2. You can use the filter button and/or the Search bar D\ to find the required phrases for
editing.
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Change priority for all selected?

Select a new priority*
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3. Confirm the phrases to be edited by clicking the select all icon or select each individual
item if you only want to edit a specific group of the listed words.

4. If editing multiple phrases, click the Change priority @ icon at the top right of the
page.

or

To edit items individually, click the Edit Dj icon in the Actions column at the end of
each row.

5. Choose the new priority from the drop-down list. The following actions will be taken for
each of the available priorities:

» Off - phrase will not be monitored.
» Low - phrase will be captured as a trigger but no further action.

» Medium - phrase will be captured as a trigger and safeguarding alert email will be
sent (if configured).

» High - same as medium, with the addition of a screenshot being taken when the
phrase is triggered.

» Urgent - same as high, with the addition of a video clip being saved when the
phrase is triggered. Video will show the student’s screen 15 seconds before and
after the phrase is triggered (time is configurable).
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Detection sensitivity

Another step you can take to reduce the number of false/positive triggers is to adjust the
detection sensitivity setting for the keyword monitoring tool itself. The sensitivity can be
adjusted to account for minor variations when matching phrases. For example, this is useful
for ensuring that phrases are still captured if a student slightly misspells or uses a variation
to avoid the phrase being detected.

By default, the value is set to 90%. However, it is possible to increase the value of the
sensitivity threshold so that a much more exact character match is needed before a trigger is
captured.

Again, this setting can be changed at organisation or individual site level:
1. Select Organisation > Settings > Safeguarding > Phrase and Keyword
Settings.
Or

Sites > Site name > Settings > Phrase and Keyword Settings.

2. Onthe General tab, drag the sensitivity slider to the required percentage.

Phrase and Keyword Settings

Phrase and keyword configuration options

22 General 28 Apps @& websites

Detection sensitivity

@ Adjust the detection sensitivity to include or exclude minor variations when matching phrases.

Please note: lowering the percentage threshold will increase the likelihood of false positives being triggered.

Website and application exclusions

By default, all websites and applications are monitored for keyword and phrase triggers.
However, there may be legitimate learning or safeguarding reasons why you would want to
exclude certain websites/applications from being monitored.

1. Inthe Phrase and Keyword settings, select the Apps or Websites tabs.

2. Here, you can change the status of apps/websites in each list to Not monitored.
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classroom.cloud includes a pre-populated list of commonly used applications and
websites and you can change the status of these as required.

3. To fully customise the lists to your local requirements, you can also insert your own
apps and websites and set these to Not monitored. Click Add application and
complete the required details.

.
Phrase and Keyword Settings
Phrase and keyword configuration options
22 General == Apps & Websites
© s I s
Add website —
O YouTube o Medium risk ~  Monitored - Z W
] Beat Charity B e | Low risk ~  Not monitored - Z W
| www.deepinghighschool.com ‘
O Instagram o 251128 High risk +  Monitored - Z u
— Friendly name
| School website ‘ —
O Facebook 0 High risk - Monitored - Z W
— Select status* 1128 < —
O Google G | P - ‘ Medium risk ~  Monitored - Z 8
O TikTok & Rk Low risk - Monitored - Z u
| Low risk - ‘
| CPOMS @ Low risk ~  Not monitored -~ Z W
D Triller Video Sharing @ m Low risk - Monitored - Df i'
D MeetMe Social App hitps://vww.meetme.com/#home Low risk - Monitored - Z W
D Gamecare Gambling Helpline G] https://www.gamcare.org.uk/ Low risk - Monitored - Dﬂ i'

The safeguarding groups option also gives you the option to exclude certain applications and
websites for specific users within the school. This is useful should you wish, for example, to
exclude a certain website from monitoring for staff users but still want it monitored for
students.

Safeguarding groups

Safeguarding groups allow you to apply customised safeguarding configurations to specified
users/ devices across the school. This allows you, for example, to monitor various categories
of phrases differently for each student year group, students identified as vulnerable, or to set
up email alerts for each year group to go to different safeguarding contacts.

The safeguarding groups option can only be accessed at site level and is a stand-alone
feature outside of the standard Safeguarding settings explained earlier.

1. From the classroom.cloud Web Portal menu, select Sites.

2. Ifyou have access to multiple sites, select the required one.

3. Choose Safeguarding Groups. You can add new groups and edit the properties of
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existing groups.

4. Click Add safeguarding group and enter a suitable name (there is a 128 character
limit).

Safeguarding Groups for Deeping High School

View and manage safeguarding groups

Q

@ Add safeguarding group ~

— safeguarding group name
‘ Yr 6 Devices |

13/128

‘ Contains objects that match any of the following conditions o |

(a0 sorgroup < [ eauas - [we @

Enable safeguarding group

0 Objects
3% Yr7Devices 1 Objects
2% Yri0Devices 0 Objects
it Online Safety 0 Objects

3t Lower School 0 Objects

N = = = = o=

Q Q@ Q0 @ @ @

2% Vulnerable Students. 0 Objects

Apply

5. Configure the condition-based rule(s) that will determine which users/devices will be
assigned to this group:

» Choose whether the group contains objects that match any of the specified
conditions or all of the specified conditions.

» From the drop-down list, select the condition properties to base the condition on -
AD user group, location, usernames etc. You can then choose the required
condition filter and enter the condition value.

* To add more than one condition, click the Add @ icon.

6. By default, the safeguarding group will be enabled. To disable, clear the Enable
safeguarding group option.

7. Once you have specified the required condition(s), click Save.

8. The group will be added to the overall list and the number of objects (users/devices)
that match the group rules will appear.

9. You can now apply the required safeguarding settings to the group. Click the Settings

icon that appears alongside the required group.
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10. The same settings available on the main Safeguarding settings page will be displayed

and you are now able to apply the specific settings required for the group. An icon H

on each tile will indicate if the organisation level settings are currently being applied to
the group.

Safeguarding Group Settings

Manage the safeguarding and phrase list settings for Teachers

A A 8 # #
suuan I
0 CLEEH -
General ) Phrase and Keyword List Phrase and Keyword Settings Report a Concern
Image Analysis
Configure the general _ Modify priorities and add custom Phrase and keyword configuration Configure report a concern feature
safeguarding options for Deepin.. Image analysis configuration keywords 1o the phrase list options
options
& £
' LA\
: & :
Safeguarding Alerts Safeguarding Resources Time Settings
Settings to configure safeguarding Configure online support Configure the dates and times
email alerts resources for students when phrase monitoring is active

We do hope this document has been of use, but if you require any further assistance fine-

tuning your safeguarding configurations, please contact our Support team, who will be happy
to assist.

Our Safeguarding Admin and Safeguarding User guides also provide more detailed
information if needed.

classroom.cloud



https://support.netsupportsoftware.com/
https://classroom.cloud/pdfs/cc_safeguarding_admin_guide_en-gb.pdf
https://classroom.cloud/pdfs/cc_safeguarding_user_guide_en-gb.pdf
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